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Introduction 

SMOWL is an online proctoring tool integrated into Moodle to ensure academic integrity during assessments. Follow 

these steps to access and use SMOWL effectively. 

What is the SMOWL browser extension? 

It is a browser extension developed by Smowltech, which allows SMOWL to integrate into the client's platform on the 

one hand, and to deploy the functionality of the browser block on the other hand. The browser extension will allow 

you to perform the activity within your institution's platform. 

What is SMOWL LOCK browser? 

The browser lockdown is a feature that forces the browser to full screen during the exam. This full screen prevents you 

from browsing the internet or exiting the exam. This tool is executed through the browser extension. 

How do I download and install the extension? 

Downloading and installation are very simple, please note the following considerations: 

Download 

AAA School of Advertising will provide a link through our Moodle platform to add the extension in Google Chrome 

prior to the activity, if you have not received it, you can download it here: 

• Download link 

The next step is to add it to Chrome. 

 

 

 

 

https://chromewebstore.google.com/detail/smowl/dmikmmbgppjjlgaoamkdbnfkddgnpenk?pli=1


 

 
 

Supported browsers 

The SMOWL extension works with Chromium-based browsers, such as: 

• Google Chrome 

• Microsoft Edge 

• Opera 

• Brave 

• Vivaldi 

 

 

What is not allowed by the extension? 

During the online activity you must always remain on the exam page and not perform any improper actions, such as: 

• Opening any program. 

• Open a text document, PDF, spreadsheet... Etc. 

• Open another web browser. 

• Execute keyboard commands. 

The extension detects this inappropriate behaviour and alerts the user. Any action that can be considered improper or 

inappropriate is collected and compiled by SMOWL and presented to the faculty who will evaluate the user's actions. 

 

Once the activity has ended, or the user has been expelled from the activity, the browser extension stops working and 

allows the user to continue browsing the computer as usual. 

 

 

 

 

How to register in SMOWL? 



 

 
 

How does the registration work? 

Before taking your first proctored exam, you must register on the SMOWL platform. To do this, you should access the 

SMOWL registration link in your Richfield Moodle course where you will be taking the exam (a mock test will be made 

available to assist students and to help speed up the registration process) 

 

In MOODLE you will find a block like this one within your course. If you don't find it, please contact your Distance 

Learning Administrator/Campus Manager/Moodle Support. 

 

Registration process 

We recommend registering with enough time before your first proctored exam. Registering with SMOWL is easy. You 

just need to sign up once from your course. It will be valid for all monitored activities in your Richfield Moodle. 

Before starting 

Before you begin, remember that you must Allow permission to use the camera, 

 

and accept the terms and conditions to be monitored by Smowltech. If you have any doubts about them, you can 

contact your Distance Learning Administrator/Campus Manager/Moodle Support. 

 

 

 

 

 

 

 

Capture of images 

https://help.smowltech.net/en/articles/9065281-how-does-the-camera-work#h_5cd4d3bbac


 

 
 

It's important to allow the SMOWL system to access your webcam to capture images. 

A set of basic recommendations will guide you on how to position yourself before taking the photograph. 

 

 

Once you are sure that you comply with our recommendations, you should capture a photo of your face, trying to align 

it with the circle displayed when you click on "Capture". 

Important: Once the photograph has been accepted, it will allow you to proceed with the process. 

 

 

Download your monitoring tools 



 

 
 

You will need to download and install monitoring software (SMOWL CM and/or the browser extension) on your device. 

On the last page of the registration, you will find some last recommendations before starting to be monitored by 

Smowltech. 

To complete the registration, click on “Finish”. 

Experiencing issues with your registration? 

 

 

Technical and system requirements 

These requirements will allow you to use all SMOWL's features efficiently and ensure proper monitoring during your 

activities. Below you will find all the necessary information about supported operating systems, recommended 

browsers, and the technical specifications that your device must meet. In addition, we will guide you through the 

registration process and the appropriate conditions for effective monitoring. 

By following these steps, you will be able to make the most of the tools that SMOWL offers for your online studies and 

activities. 

 

 

 

 

 

 

 

 

 

 

WHERE SMOWL WORKS 



 

 
 

 

*Not applicable, external camera monitoring must be done with a mobile device or tablet. 

SMOWL CM is compatible with Linux environments: Ubuntu 20, Ubuntu 22 and Mint 21 

**In case a course is being conducted on a Canvas or Blackboard Ultra platform, it is necessary to use a computer. 

SMOWL is not compatible with this type of OS within these platforms. 

 

RECOMMENDED BROWSERS 

SMOWL works on all Chromium-based browsers, for a best user experience while monitoring an online activity we 

recommend using Google Chrome. 

 

 

 

 

SYSTEM REQUIREMENTS 



 

 
 

 

*Those devices with iOS or Android operating system are supported as SMOWL360 external camera monitoring tool. 

 

**4GB RAM recommended 

 

USER FUNCTIONAL REQUIREMENTS 

The different functional requirements to be fulfilled by the user to be monitored by Smowltech are listed below. 

Registration 

• The user registers using the SMOWL registration application where 1 image of their face, and optionally an ID 

picture, will be captured. 

• The user must guarantee that he meets the appropriate conditions for a correct registration. 

• The user must accept the Terms and Conditions of the registration to be monitored during the activity. 

SMOWL CM and/or SMOWL LOCK installation 

• The user must install the SMOWL CM desktop monitoring tool or the SMOWL LOCK browser extension. 

• The installation must be done before the start of the first activity, and it will allow to monitor the user’s activity 

on the computer during the activity. 

 

 

 

https://help.smowltech.net/en/articles/8266959-how-to-register-in-smowl
https://help.smowltech.net/en/articles/8267016-downloading-and-installing-smowl-cm
https://help.smowltech.net/en/articles/9070819-the-smowl-browser-extension


 

 
 

• The user must accept the Terms and Conditions of the download and installation of SMOWLCM or SMOWL 

LOCK to be monitored during the activity. 

 

Access and development of the activity 

The user must 

• Allow access to the webcam during the entire activity. 

• Allow the SMOWLCM desktop monitoring tool and/or the SMOWL LOCK browser extension to run. 

• Allow the monitoring with an external camera during the entire activity. Allow access to the microphone 

during the entire activity. 

• Ensure that he/she meets the appropriate monitoring conditions throughout the activity. 

 

Adequate monitoring conditions 

Webcam 

• The user should position the camera in front of him facing the camera. 

• The user should avoid placing the camera to the side. 

• The user shall ensure that the user’s face is properly illuminated. The user must avoid windows or spotlights 

behind the user’s head that may obscure the user’s face. 

• The user may not wear accessories that may completely or partially obscure the user’s face. 

External camera or secondary camera 

• The user must position the camera to the side (right or left) of the working area. The image should capture: 

o The side of your face 

o Your working area: entire computer and table surface (right, left and background around the 

computer). 

• The user should position the camera at a certain height from the table, with some downward tilt, and at a 

sufficient distance from the table to capture the whole required area. 

 

 

 

 

 

 

https://help.smowltech.net/en/articles/9335675-external-camera-or-second-camera


 

 
 

First Test with SMOWL: Quick Guide 

 

STEP 1: Log into your Richfield Moodle Portal and locate a course with the Mock Test. 

 

 

STEP 2: Once on the course overview page, located on the right-hand side panel on Moodle, you will find a blue block 

indicating access to the SMOWL Panel. A direct link to the registration in the SMOWL system, follow the provided steps 

to register, (You only need to register once). The panel will indicate in red/green the status of your registration.  

 

 



 

 
 

 

 

 

 

Once You have completed the registration successfully, navigate back to the course page on Richfield Moodle to start 

your Mock Test attempt 

 

STEP 3: Click on 2025 MOCK TEST (LD) or 2025 MOCK TEST (CM)  (depending on which mock test is loaded on that 

module – However, both are valid) to begin your mock test attempt. 

 

 



 

 
 

 

STEP 4: Your browser will prompt you to allow SMOWL to use your devices integrated camera, please click “Allow while 

visiting the site” (ensure your webcam is enabled in settings). 

 

 

STEP 5: Your browser will again prompt you to allow SMOWL to use your microphone, please click “Allow while visiting 

the site” (ensure your microphone is enabled in settings) 

 



 

 
 

 

 

 

 

STEP 6: On the SMOWL block located on the right side of the screen, you will see a pop-up message that reads 

“Extension LOCK not connected” and a “DOWNLOAD link next to it, please click on the “Download”. This will open a 

new window for downloading the SMOWL extension as shown below. 



 

 
 

 
 

 

STEP 7: Click on “Add to Chrome”  

 

 

 

 

 



 

 
 

STEP 8: Click on “Add extension”, this will install and activate the extension on your browser and will allow SMOWL 

access to monitor your MOCK test and all other subsequent assessments configured to use SMOWL. 

 

 

STEP 9:  Click on the “Share your screen” link below the Extension Icon, this will open a separate window (Please 

ensure pop-up are allowed/unblocked). Please select the Moodle Window under the Entire screen tab then click 

share, this will correctly engage all the necessary tools. You can now proceed with attempting your test. 

 

 

 



 

 
 

 

 

 

 

 

STEP 10: Scroll down and select “Start attempt”, once you have answered all your questions, click “Finish Attempt”, 

then select "Submit all and finish”, then select "Finish review” and select “Back to course” to return to the main 

module page. 

 



 

 
 

Important: The registration process is only done once, SMOWL will be automatically activated for all your assessments 

once you have successfully registered and validated. 

If you experience any issues while using SMOWL, please reach out to your Distance Learning Administrator, Campus 

Manager or send an Email to Moodle Support. 

You also have the faster option on chatting directly to the SMOWL support team on your SMOWL panel. 

 

Helpful Links: 

Information for Users - SMOWL 

First Test with SMOWL: Quick Guide 

SMOWL panel for Students 

AAA Moodle Login 

AAA Moodle Support Email 

https://help.smowltech.net/en/collections/5779313-information-for-users
https://help.smowltech.net/en/articles/8408410-first-test-with-smowl-quick-guide
https://help.smowltech.net/en/articles/8967128-smowl-panel-for-students
https://learning.aaaschool.ac.za/
https://learning.aaaschool.ac.za/
mailto:moodlesupport1@aaaschool.ac.za

